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express-session= 22| H 0| &t AFSXtS| A
HOIHE H&EE = U &t I HEE N&E
Z0Ist AFE X0 CHet B2 E UL
cookie-parser= 22t0/HE0 M& GIOIHE MESHA
e 2 AN SEI 20l 2UHXIC 0tXIgez 2240
AMEsH AZXE LIEHH= GIOIEH 2 HIAIXl etoll & 21 Ct
connect-flash= AIEXS] ECt2 H UM SHAl HIAIXIE MH6t=
FIILL NS & = U ST

express-validator= 0|=%{ &+ Sol %= GI0IEHZ2
S=d M3 HsSsS FH e =
passport= AIE A 2
S-S
passport-local-mongoose=
2402 Soll 4ot ot=
2=0 HAHE &= St

= Ol
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npm install o
express-session
cookie-parser
connect-flash
express-validator
passport
passport-local-mongoose
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OEUHE 202 S2 emaildt passwordE LS EHH dted 2 StC loginejs &
users EH N MHotD Ohs 2EE FII8HCE. 0| 22 POST ¥ 2 /user/logm
CIREZ UL

Listing 25.1

<form class="form-signin" action="/users/login" method="POST"> -« B0 E M
<h2 class="form-signin-heading">Login:</h2>
<label for="inputEmail" class="sr-only">Email</label>
<input type="text" name="email" id="inputEmail" class="form-
control” placeholder="Email" autofocus required>
<label for="inputPassword" class="sr-only">Password</label>
id="inputPassword"

<input type="password" name="password
class="form-control"” placeholder="Password" required>
<button class="btn btn-1g btn-primary btn-block" type="submit">
Login</button>
</form>
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[CE]router ZHI0fl 2 ctRE 2 ZESS

Listing 25.2

router.get("/users/login", usersController.login); <— |ogin 2IRE F7}
router.post("/users/login", usersController.authenticate);

router.get("/users/logout", usersController.logout, \
: ; authenticate 24M2
P - i
usersController.redirectView ); 4—\ POST H|0|E] Fe!
logout 2tLE F7} &
FE 2jC|3EM

Listing 25.3

| login: (req, res) => {

res.render("users/login"); Ha =
Ho X0 E2]
} 4\ %1] i o
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Passport.js€ AIE3dte ™ X passport 2=2 main.js2 usersController.js0il Al
const passport = require ("passport") & R Ao{OF StCt,
Ol mMs=2oialt oSS 88 WE0ICH

ol
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U
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passporte M& D 2I1E ALE3dHI| [ 20l express-sessionl} cookie-parsers™ main jsOil M

2 & ol OF otCh.

passportE AFE0tJ| o H X cookieParserE HIY Il &80 Z20/HEN HEE FINE
2 Express.jsOllAl A& S AtE oA & 40| L.
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Passport=E 0|25t 2S5 =0} Vﬂ\'dQ

g [=E] 001N Z2dloF & B,

AMNEX L2 createStrategy .

HASE AFEE 4 | A v
mainjstlA QLA OF SHCHE

ZO0ICH Ol Bla~E==

s passport-local-mongoose
router.use(cookieParser("secretCuisine123")); — 2E2 MEA 220l 2= =0l

router.use(expressSession({ =k =N

const passport = require("passport"),

cookieParser = require("cookie-parser"),

expressSession = require("express-session"),
User = require("./models/user");

secret: "secretCuisine123",
cookie: {

maxAge: 4000000
1

resave: false,

saveUninitialized: false / passport Al & E7|3H

N); 5] = / 7~ 2Tt Express.js 2%

router.use(passport.initialize()); -« Ptk

router.use(passport.session()); e
passport.use(User.createStrategy()); <« 7|2 2791 AEE|IX] HH
passport.serializeUser(User.serializeUser()); N
passport.deserializeUser(User.deserializeUser()); \\ AH2Xt bjo|E | =3} 528
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Passport=

Ol 80| 2UH MEX RE S userjsOIA ATHIE = A0 passort-local-mongooseE FIHE = ULH

==
user.js@| = &0l const passportLocalMongoose = require (“passport-local-mongoose")
£ FOtoll MEX 220l passport-local-mongooseE R & ol OF StCt. o v

| LU M userSchemalll 0 252 S 1222 A FItotCH 0| 2 &= passportLocalMongooseE
&oll salt2t hash 2= GIOIEHIOIA L AFE X 2E S Rlol 2t=0H £ HIIME emall S8 22191

AI OI5S RSt K848 It ZE=Z AISStL.
0l 2E &= module.export 22! &0 £ XIoHOF 8tCh.

Listing 25.5

userSchema.plugin(passportLocalMongoose, {

usernameField: "email"

13 -
\ A% 2%} _’ﬂmr ngff_lsz;.ﬁ

[EE]User 22 =ItE Soll O 01& AFE A AJ|0H0 B2 HARAE Sd=S MEE 2RI S0 ALCH
OOl AFZ Xt show HIOIXIOIA OHARE S8E0 OtLIch 4 XHMI0 IHARKREE AHMIGHES of 2L
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Az S 20 CIOIHE FIOtE R312 &0l =HIF 0l Wet, 0l connectflash&E
off ScHAl BIAIXIRF HZE =HIJF RCH

- v
main.js L0l const connectFlash = require ("connect-flash"); 2 o
router.use (connectFlash ()) ; S =JI}6lC}.

OlKl OIS A0 MIEEH OHEIAHOIENAM HE LELUAT SchAl HIAIK
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Express.js &80] Ol AtZ2X 2| DISAHE 1 &
LHEStY A= HHM S0l flashMessages o}
HI0I X1 2t flashMessages X0l 82 & = UHA

ol
o Iy

Listing 25.6

router.use((req, res, next) => {

res.locals.flashMessages = req.flash(); <

next(); =5 8 ?“:% _
s '
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Listing 25.7

<div class="flashes"> R f R
<% if (flashMessages) { %> «— =
<% if (flashMessages.success) { %

<div class="flash success"><% flashMe%sages success %></div>
0/

% } else if (flashMessages.error) { %>

<div class="flash error"><%= flashMessages.error %></div>

0/ 1 O/
S/ JL /o7

L0/ o/
q </ } /o>

</divy
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Listing 25.8 a OtXl o=z
usersControllerjs 0l Ct& . ~
create: (req, res, next) => { 4\ e DEE FItoll A= XS v
if (req.skip) next(); j‘:iﬁ gfi;;i create HEE =8, o
e passportet S Al HIAIXIE
let newUser = new User(getUserParams(req.body)); ANEDH FOtEl DEE
HIAESHC). create HEE
User.register(newUser, req.body.password, (e, user) => { PassportJSOH/H M33dt=
if (user) { register HIAEE ALEdH
req.flash("success", "${user.fullName}'s account MZ2 AtEX HE S 2t=C
created successfully!™); 1 Z0t=E olalE HARER
res.locals.redirect = "/users"; EeiAl HAXIZ SE =EJF 20[ UIoIEHIol A0
next(); MEX ERAHEZ MEELC

} else {
req.flash("error", "Failed to create user account
because: ${e.message}.’);

| res.locals.redirect = "/users/new";
next();
}
}s
o
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express-validator 2= 2 UIOIEJt ORZ A& N M010] &0l =& M3 & MLIEOIE

Flet = 2ot HAEE MS8tit.
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0

2 0l router.use (expressValidator()); £ FII&HCH

GIOIEI OF userController®ll /U= create Ol EEaHI| &0l E i OISANHE SIHAI
E

MAE otd 8L M2tA Jusers/create StREESE oY @7 AIStS Dol HASH
validate & userController0ll ZXHotH create A& MO AlSH=CH O] AF2 X A
A OSEAHE 22 HOIEHI AFSAHR2E 0 SEol)| Mol ZHESH=CH

Listing 25.9

router.post("/users/create", usersController.validate,

usersController.create, usersController.redirectView);

main.js 0l const expressValidator = require ("express-validator");
Jtot D Express OHECIHOIH2Z 6102 0| 2= 0ISAAHZ AISSIESE 61| 219
o
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Listing 25.10

validate: (req, res, next) => {
req

<— validate %M 7}

.sanitizeBody("email")
.normalizeEmail({
all_lowercase: true
b
Jtrim();
req.check("email", "Email is invalid").isEmail();
req
.check("zipCode", "Zip code is invalid")
.notEmpty()
.isInt()
.isLength({
min: 5,
max: 5 u —_
) input EE H|0|F M= %

MLIELOI
.equals(req.body.zipCode); <—/

req.check("password", "Password cannot be empty").notEmpty();
req.getValidationResult().then((error) => {
if (lerror.isEmpty()) {
let messages = error.array().map(e => e.msg);
req.skip = true;

( req.flash("error", messages.join(" and "));
res.locals.redirect = '/users/new'; 4\
\ next(); ol2E 2D
3 EA| HAXIZ B
} else {
next();
o }
hs

}

Ol validate 2 R RLESS Mtalot) K&
=& W CI0IEE MASCE 01 B3R 0I= first &
last OIS 2 & & WOl A= SH= A HetCh

Ol 2l CIOIEHIOIA QLS Y2t A HPEHS O
QA= 20| FAE ol expressValidatortl M
H3ols HAES AEE AISEICH AIZEXIF S22
AN HARKE 2 {2 E MAE 2A0ICH Ol

a4 M3 ABUA LS LRSS 220

et G2 ol HAIKISS stue XEE 013
2010t QA KA 832 req.skip = trueZ
ol create MES AU S 1D HIZ B2 &S0t

2= Z2HAl HIAIKl = users/new S0llAl LIEFHCEH.
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passport-local-mongooseE FIIotH At X S 2 passportIt =22 HSMHE HE2CH

O SEst HAEE &X2 =0}, passport-local- mongoose S2E0| 2122 A AHEX <
S FOIHD 20 X2 o5 830 201X &H =g = UL :

&z

register Hl&E & passportIt HSote HAES
0l € AtE3t)| ol passport.registerES S Z=0l0
& ol OF 8tCH passport.authenticate A= E AIE61)| <
userController.js.

[=E] const passport = require ("passport")Jt AIEA HEEH2 ML 20
?IXIct= Xl 2 elol OF &tCF.

F

[on

Ol HE2 2HIZ passport.register HIAEE Jt2|21CH 010l mainjsHl A A 222 <
E HEs

2Z AENEIXE MAHM D passportIt AFZ X HIOIHE 21E & G20 et HE 2
HAXNAGE oIS UL OIIA Fotst SES2 SAAl HAXQL EH 2150 88 &=
AIMH=X0 et 228 2FSHC
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passport-local-mongooseE FIIotH AMEX 22 passportIt =22 HSHE
H=Es HAEE 452 =0 passport-local- mongoose 20| EHO02=z A Al
S =IO 20 22 23 430] S0IX (A = 2= UL

L5

v
register Hl & E= passportIt MSote HAES = Ot M0l W EsH A = StLICH <
0l E AtE3tD| ?loll passport.registerES S 0l 0F 6t01 AFEdlD|2 & 210! ﬁEEHEIXI%
Mo OF StCh passport.authenticate HlA~SE AIE3t)| f8h authenticate W& S
userController.js.
[‘“=E] const passport = require ("passport")Jt AIEX ZHEZ2{2 M 20
| XIot= Xl &2l OF StCt.
Listing 25.11 Ol HE S 2HIZ passport.register
HAEE Jt2l2ICH 0101 main sl M AFS At
authenticate: passport.authenticate("local”, { _-— Qo= 0| 5t 22 AEQEIXNZE MAZHD
failureRedirect: in", passportJt AtEX HIOIHE 218 43
¢ failureFlash: "Failed to login.", SchAl HIA|X|2 O 2 0il et —!aed;fﬂ AL E Q=S
successRedirect: "/", AT HWIIM FOtet SEE2 S Al
successFlash: "Logged in!" HIAIXI2 &TH IS0l &5 £ &=
et 2 E ZHSH.
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=/ /| I {
OIEEIX 22 ME0l YR & 4 Us BAES ST

0l OIS0 &+2 loggedin 0l AIAGH QA0 MEE 220/
Z201E HEHQIXE ZESHL isAuthenticated= AIE X2 E 4 5lE
M&E0l U=X HHEE LH=C currentUser= AFZ X = SH
20I= AIZ2X2 XS},

Listing 25.12
res.locals.loggedIn = req.isAuthenticated(); <\
res.locals.currentUser = req.user; 29! HEiE LIEFLYZ| St
loggedin #2] A

2015 AIZXIE
LIEFLHZ| $st
currentUser H4=2| A4
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OlMl cllolOt= 0l = LHBIAIOIE BHOl TS 2ZEE FItoll 01 B+
MEE = UH LTt loggedin 0l true 21 XIE MIAMN AFZ X 2101
S0lctH HEAE X2 show HIOIXI2l E3IF ZH A= currentUser8|
fullNameE& & &0 X HH 2701 23 E S 6t
Listing 25.13
<div class="login">
% if (loggedIn) { %> <« AM2XIe| 291 08 H13
<p>Logged in as
<a href="<%="/users/${currentUser._id} %>">
<%= currentUser.fullName %></a>
<a href="/users/logout">Log out</a>
</p> e
<%} else {%> \\\\- AFE Xt fullNamex}
<a href="/users/login">Log In</a> 102
<% } %>

</aiv>
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OIXIZ 2 2 Jusers/logout 2t E DI} 00| 04
userController Ol =JI6lOF StCH 0] HE S R LA AWM logout
HAEE AMESHCH passportIt MES3dt= 0 =

N& =S ALHISHCE

Listing 25.14

logout: (reg, res, next) => {
reqg.logout();

;\.:q.ﬂash( ‘succes ,nJ "You have beej __x_,rg;-;;d out!’ )’ N q! ;A<>~,_
res.locals.redirect = "/"; T A 7
next();
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localhost

CONFETTI CUISINE
[ tome | couses ] comact ] usens

Logged in!

b |
Welcome!

Please check out all the cool new courses by our
innovative and creative chefs,

=

B
3 ey, "

Ty
E 3
s

'-"; If you want to see a new course, click the
b courses page and explore!
S, 5 o % When you see a course you like you can contact
us to join! Soon you'll be cooking in your own
home,

Logged in as Jon Wexler Log out

a2l 25.1 Confetti Cuisine?] 27191 & 3HH
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