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npm install express-session connect-flash cookie-parser
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22.1 SHAl HIAIAl 2= £ &
Listing 22.1
const expressSession = require("express-session"), <« 37HX| RE Q%

cookieParser = require("cookie-parser"),
connectFlash = require("connect-flash")
router.use(cookieParser("secret_passcode")); -
router.use(expressSession({ :

secret: "secret_passcode”,
cookie: {

maxAge: 4000000 (1A|2t)
1

resave: false,
saveUninitialized: false

1); —

router.use(connectFlash()); -
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Listing 22.2

router.use((req, res, next) => {
res.locals.flashMessages = req.flash();
next();
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[E] getUserParamse= Ol & HAE ZZ2ME 21 E)0HAM ALE D BCH Ol &= AEEHE
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Listing 22.3 (p.
* userController.j

const getUserParams = (body) => {
return {

=

name: {
first: body.first,
last: body.last,
}s
email: body.email,
username: body.username,
password: body.password,
profileImg: body.profileImg,
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Listing 22.3

create: (req, res, next) => {
let userParams = getUserParams(req.body);
User.create(userParams)
.then(user => {
req.flash("success", “${user.fullName}"s account created
successfully!’); -
res.locals.redirect = "/users"; S S HAIX] &3
res.locals.user = user;
next();
)
.catch(error => {
console.log( Error saving user: ${error.message}’);
res.locals.redirect = "/users/new";
req.flash(
"error”,
Failed to create user account because:
${error.message} . -
P ); . Aln}
next();
1
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Listing 22.4

<div class="flashes">
<% if (flashMessages) { %>

<% if (flashMessages.success) { %>
<div class="flash success"><%= flashMessages.success %></div>

<% } else if (flashMessages.error) { %>
<div class="flash error"><%= flashMessages.error %></div>
<% } %>
<% } %>

( </div>
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Listing 22.5

res.render("users/index", {
flashMessages: {
success: "Loaded all users!”

}
1; «— HIEE B2 ZaA| HAJX] MY
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RECIPE APP RECIPE APP
(o | conrgcares | oz ] T T

Falled to create user account because: £11000 duplicate key esror collection: recipe_db.users index: emall_1 dup key: { : "darjeeling@recipeapp.com" }.

Users Table Create a new user:
Name Email Zip Code Edit  Delete Flest Nume
Fir v

Jon Wexler jon@jonwexter.com 10016 Edit Delete

Last Name
Chef Eggplant eggplant@recipeapp.com 20331 Edit Delete
Professor Souffle souffle@recipeapp.com 19103 Edit Delete Password
Darling Darjeeling darjeeling@recipeapp.com 91990 Edit Delete

Email address

Email addres

- - Zip Code
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Listing 23.1
<form action="/users/login" method="POST">
MEX 221E et

<h2>Login:</h2>

32 7:7(){ _It ~r.- 7}

<label for="inputEmail">Email address</label>
<input type="email" name="email" id="inputEmail"
placeholder="Email address" required>

<label for="inputPassv
<input type="password
placeholder="Pas

4 <button type="submit
</form>

O

sword'

vord" >Password</label>
" name="password" id="inputPassword"

required>

">Login</button>

o
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[£E]show & edit 2t E 2t2l {0l login etREE FItdtet =A It Bt H Expressjse=
ZZ20 U= loginllet= SHHE ALEXL IDZ CIAIGHD 010l cHEotE AIZBUE 22 & .
NOICH HIE =M= 2t2ES =0t (Sl 0ldE ALEXH IDE URLOIA ZI1 &0fl login - g v
ctREE MM BEZ QA G
Listing 23.2
router.get (" /login", usersController.login); - g -
router .post( /users/login", usersController.authenticate, 14; o
usersController.redirectView); <
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Listing 23.3
login: (req, res) => { < 20 WM E7} /

I

res.render("users/login");

b

authenticate: (req, res, next) => { < QIE MM T}
User.findOne({
email: req.body.email

)

BlO|E{#[0]A]
WASISo} bl

.then(user => {

if (user &% user.password === req.body.password){ <— |

res.locals.redirect = " /users/${user._id}";

req.flash("success", “${user.fullName}'s logged in successfully!");

res.locals.user = user;
next();
} else {

req.flash("error", "Your account or password is incorrect.

Please try again or contact your system administrator!");
res.locals.redirect = "/users/login";
next();

} oz

¢« </ aiciels
.catch(error => {

console.log( Error logging in user: ${error.message} );
next(error);

1
}

login &2 AtE X 221= 28t login -
=5 st .

authenticate &2 0|0 Y =42
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D5 912 et i &Lt
npm install bcrypt
/models/User. js
const bcrypt = require (“berypt”) ;
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23.2 IfAREC

user.jstlA2] pre & a4 e : BT

userSchema.pre("save", function(next) {

<\ AFEE A7|0f0}

pre hook 37}

T uzx magise) aa

let user = this;

bcrypt.hash(user.password, 10).then(hash => {
user.password = hash;
next();
H
.catch(error => {
console.log( Error in hashing password: ${error.message} );
next(error);

s SHAIE! THASISS} BBk

=)
s g Fh )
userSchema.methods . passwordComparison = function(inputPassword){

let user = this;
return bcrypt.compare(inputPassword, user.password); -<—-\\\\
MEE A{=ete] Hl

b
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23.2 IHAREC

Listing 23.5

authenticate: (req, res, next) => { J = 23|
User.findOne({email: req.body.email})
.then(user => { XtE %
if (user) {
user. passwordComparison(req.body . password)
.then(passwordsMatch => {
if (passwordsMatch) {

User Z0jA|

- WAREHDHAS 55

AT}

res.locals.redirect = " /users/${user._id}"; AX|GH=X| ®MT

req.flash("success", “${user.fullName}'s logged ir
successfully!’);
res.locals.user = user;
} else {
req.flash("error", "Failed to log in user account:
Incorrect Password.")

res.locals.redirect = "/users/login";

}

next();
b
} else {

req.flash("error", "Failed to log in user account: User

account not found.");

res.locals.redirect = "/users/login";

next();
«
1)) Jin:
.catch(error => { <«
console.log( Error logging in user: ${error.message}’)

next(error);
o s
}

X

vﬂ\ﬁdc

OrXISt &A= usersControllerjstil U=
authenticate &= MHEAHo INARER -
beryptcompare®l HIRE St 20ICH o v

Ol& HAEUASY HAREE= berypt2
oHalol o AKX L S0 HIAE &l
NM=Z ALEXHE CH=0{0F 8HCH (01 A &S
IE B2z HEE IMARE2 a4l &
g MARAS 2 Hlwadtd| THE0ICH.
HEO MEE Us S8t HARER
27921S Jusers/login Ml A Al =8tCH

[=E] 330l Ot CIOIE B0l A

dHUHNME S22 DB &2 mongoE Sl
HAE IHARIEE =olg = UL M2

EHOIZEO0lA mongo 8 &
StCH. 2
AHE oH
st =L QUCH \\

¥y
o
2
(-
wn
()

db2 db.usersfind({})E &
HHOoZ 1) DB Comp
CIOIE IOl A S HREE &

© &
) (]
%


http://pptmon.com/
https://pptmon.com/
http://www.pptmon.com/

D 23.3 express-validatorz 2= 4 X3 =t <A fdc

NSK S0l e 7 L 28 ==0M Red ZAE HMSJAL OI0I2 =24 80l AEXR
HES S ofH B0 HTML S0| £ &S0l T Xl &4RpALCH
v
6RUHANE =2 = UAK0| = Lot HU =2t APIE Solf HHIES 2= ot 28 Y
AJ|0te MeteZ2 O 22 sad MAJL 2Sot)| &0l CIoIE It GIOIEHIOI AN ==
HE HE = AU ANZ WS 2HO0ITE0A 20 =Eot)| J0ll O H2 Red ZAE =Ite
&= A2H Mongoose Al & HIOIX SICIFEN A2 =s 2 ZFE A2 NUHXE 2
= ACH. Ol2i8t Ol =72 OIS0 R4S M3 A0l

npm install express-validator@5.3.1

I X &XI & H main.js 0l Al const expressValidator = require (" expressvalidator");
£ Soll 2 #3510 router.use(expressValidator()) & ExpressjsOl AFES A SHCH Ol=
express.json() & express.urlencoded() Ct2 0l FItolOF 8l R4 XNIAMNHM LE =20
N A SHOESHD| HEOICH.

Listing 23.6
q
\ router.post("/users/create", usersController.validate,
usersController.create, usersController.redirectView);
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23.3 express-validator= S =4 M3 =JF 7 ﬁud(’

Listing 23.7 =
Y ORI S 2 create HE 0l =50 &0
validate: (req, res, next) => { <«—— validate &4 7} 9%‘ = i—l al al’jl '?‘l St validate O—|H ik —a
req.sanitizeBody("email").normalizeEmail({ 0o vl - userControl |er,j50“ /\‘I D._"% O‘I O|:§_F Eb Ol v
. rim()22 whitespace HA = — =
e OOl Al CHE APEES FDFBICH,
req.check("email”, "Email is invalid").isEmail(); .
req.check("zipCode", "Zip code is invalid") L W2l 0lE Vvalidator: & 2! GIOIE DOF
.notEmpty().isInt().isLength({ password HE 954 M3 29 F D=2 2=ol=X M3
min: 5 H'H
) et et e MNLUIEIOIN Sanitizer:
zipCode 28 24 M3 °
max: 5 7 i s
f A PN DS
}) .equals(req.body.zipCode); <’/ E,lg!EO-IE-”O|_§ z-l c}>\'-0|'j| JOH
req.check("password", "Password cannot be empty").notEmpty(); == J_,_ol_l- E” Ol E'I ——| = X‘” L—I’ [:'” O| E‘I
EQl IHAE 23
req.getValidationResult().then((error) => { oM S5 A HT
if (lerror.isEmpt Amp oz - = -
1 lite;gz;a;smz ir(*z)"ir*{ar‘ray() map(e => e.msg); o [EI:E] S E” OI E-I = D-Al XHS?_D' -C,)_l OH El-%to'_l-
‘ . =78 5 =3 S A B
req.skip = true; <—— skip 548 true2 8F tc'f%' = /‘S Ej‘H = T %I\ EI’ (g ? OH ED‘—:' ) O'I EE
req.flash("error", messages.join(" and ")); o= A YA =) []H 9| I' j" Qﬂl'&l ol Il %}” EE_I Bd 0 [:l'
res.locals.redirect = "/users/new"; 4\\ N A X|—/¢| 0“}” jl—éj’ &l Sk gt S O o
‘ next(); new HE 2|Cj2M MY HOIEHE CIAl X
g DE 22 B

next(); <\ T o
} CHS OIS &4 55
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Coding!

Listing 23.1~
D. 333-348


http://pptmon.com/
https://pptmon.com/
http://www.pptmon.com/

Ml = 2s3;

& main.jsHl A /users/login etRLE 2

FXIIt = E D

URL LH It2tOIHE Heldte 2tRESS 210 AN A, 2+ 0] 2t
S0 /users/id)Jt HX 2CHH Express.js& /users/logmoi
AEXtO shovv HOIXZ2 XMelg 240/ 6DI0lA 20012 :id2 QA=

=M= S0l Jusers/login etRLEIN H X 20HH Expressjs= LI2t0IHE
Xeldte 2HREE MZo| Mol O tLEE HEE 20IC.
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