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npm install express-session connect-flash cookie-parser
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22.1 =S4 Al BIAIAl 2= £ &
Listing 22.1
const expressSession = require("express-session"), <« 37HX| RE Q%

cookieParser = require("cookie-parser"),
connectFlash = require("connect-flash")
router.use(cookieParser("secret_passcode")); -
router.use(expressSession({ :

secret: "secret_passcode”,
cookie: {

maxAge: 4000000 (1A|2t)
1

resave: false,
saveUninitialized: false

1); —

router.use(connectFlash()); -
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Listing 22.2

router.use((req, res, next) => {
res.locals.flashMessages = req.flash();
next();
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Listing 22.3 (p.
* userController.j

const getUserParams = (body) => {
return {

=

name: {
first: body.first,
last: body.last,
}s
email: body.email,
username: body.username,
password: body.password,
profileImg: body.profileImg,
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Listing 22.3

create: (req, res, next) => {
let userParams = getUserParams(req.body);
User.create(userParams)
.then(user => {
req.flash("success", “${user.fullName}"s account created
successfully!’); -
res.locals.redirect = "/users"; S S HAIX] &3
res.locals.user = user;
next();
)
.catch(error => {
console.log( Error saving user: ${error.message}’);
res.locals.redirect = "/users/new";
req.flash(
"error”,
Failed to create user account because:
${error.message} . -
P ); . Aln}
next();
1
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Listing 22.4

<div class="flashes">
<% if (flashMessages) { %>

<% if (flashMessages.success) { %>
<div class="flash success"><%= flashMessages.success %></div>

<% } else if (flashMessages.error) { %>
<div class="flash error"><%= flashMessages.error %></div>
<% } %>
<% } %>

( </div>
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Listing 22.5

res.render("users/index", {
flashMessages: {
success: "Loaded all users!”

}
1; «— HIEE B2 ZaA| HAJX] MY
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RECIPE APP RECIPE APP
(o | conrgcares | oz ] T T

Falled to create user account because: £11000 duplicate key esror collection: recipe_db.users index: emall_1 dup key: { : "darjeeling@recipeapp.com" }.

Users Table Create a new user:
Name Email Zip Code Edit  Delete Flest Nume
Fir v

Jon Wexler jon@jonwexter.com 10016 Edit Delete

Last Name
Chef Eggplant eggplant@recipeapp.com 20331 Edit Delete
Professor Souffle souffle@recipeapp.com 19103 Edit Delete Password
Darling Darjeeling darjeeling@recipeapp.com 91990 Edit Delete

Email address

Email addres

- - Zip Code
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Listing 23.1
<form action="/users/login" method="POST">
MEX 221E et

<h2>Login:</h2>

32 7:7(){ _It ~r.- 7}

<label for="inputEmail">Email address</label>
<input type="email" name="email" id="inputEmail"
placeholder="Email address" required>

<label for="inputPassv
<input type="password
placeholder="Pas

4 <button type="submit
</form>

O

sword'

vord" >Password</label>
" name="password" id="inputPassword"

required>

">Login</button>

o
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[£E]show & edit 2t E 2t2l {0l login etREE FItdtet =A It Bt H Expressjse=
ZZ20 U= loginllet= SHHE ALEXL IDZ CIAIGHD 010l cHEotE AIZBUE 22 & .
NOICH HIE =M= 2t2ES =0t (Sl 0ldE ALEXH IDE URLOIA ZI1 &0fl login - g v
ctREE MM BEZ QA G
Listing 23.2
router.get (" /login", usersController.login); - g -
router .post( /users/login", usersController.authenticate, 14; o
usersController.redirectView); <
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Listing 23.3
login: (req, res) => { < 20 WM E7} /

I

res.render("users/login");

b

authenticate: (req, res, next) => { < QIE MM T}
User.findOne({
email: req.body.email

)

BlO|E{#[0]A]
WASISo} bl

.then(user => {

if (user &% user.password === req.body.password){ <— |

res.locals.redirect = " /users/${user._id}";

req.flash("success", “${user.fullName}'s logged in successfully!");

res.locals.user = user;
next();
} else {

req.flash("error", "Your account or password is incorrect.

Please try again or contact your system administrator!");
res.locals.redirect = "/users/login";
next();

} oz

¢« </ aiciels
.catch(error => {

console.log( Error logging in user: ${error.message} );
next(error);

1
}

login &2 AtE X 221= 28t login -
=5 st .

authenticate &2 0|0 Y =42t

2 Xlots AIEXE =0 0l H4=2
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npm install bcrypt
/models/User. js
const bcrypt = require (“berypt”) ;
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23.2 IfAREC

user.jstlA2] pre & a4 e : BT

userSchema.pre("save", function(next) {

<\ AFEE A7|0f0}

pre hook 37}

T uzx magise) aa

let user = this;

bcrypt.hash(user.password, 10).then(hash => {
user.password = hash;
next();
H
.catch(error => {
console.log( Error in hashing password: ${error.message} );
next(error);

s SHAIE! THASISS} BBk

=)
s g Fh )
userSchema.methods . passwordComparison = function(inputPassword){

let user = this;
return bcrypt.compare(inputPassword, user.password); -<—-\\\\
MEE A{=ete] Hl

b
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23.2 IHAREC

Listing 23.5

authenticate: (req, res, next) => { J = 23|
User.findOne({email: req.body.email})
.then(user => { XtE %
if (user) {
user. passwordComparison(req.body . password)
.then(passwordsMatch => {
if (passwordsMatch) {

User Z0jA|

- WAREHDHAS 55

AT}

res.locals.redirect = " /users/${user._id}"; AX|GH=X| ®MT

req.flash("success", “${user.fullName}'s logged ir
successfully!’);
res.locals.user = user;
} else {
req.flash("error", "Failed to log in user account:
Incorrect Password.")

res.locals.redirect = "/users/login";

}

next();
b
} else {

req.flash("error", "Failed to log in user account: User

account not found.");

res.locals.redirect = "/users/login";

next();
«
1)) Jin:
.catch(error => { <«
console.log( Error logging in user: ${error.message}’)

next(error);
o s
}
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NSK S0l e 7 L 28 ==0M Red ZAE HMSJAL OI0I2 =24 80l AEXR
HES S ofH B0 HTML S0| £ &S0l T Xl &4RpALCH
v
6RUHANE =2 = UAK0| = Lot HU =2t APIE Solf HHIES 2= ot 28 Y
AJ|0te MeteZ2 O 22 sad MAJL 2Sot)| &0l CIoIE It GIOIEHIOI AN ==
HE HE = AU ANZ WS 2HO0ITE0A 20 =Eot)| J0ll O H2 Red ZAE =Ite
&= A2H Mongoose Al & HIOIX SICIFEN A2 =s 2 ZFE A2 NUHXE 2
= ACH. Ol2i8t Ol =72 OIS0 R4S M3 A0l

npm install express-validator@5.3.1

I X0 &XI & H main.js 0l Al const expressValidator = require (" expressvalidator");
£ Soll 2 &5t router.use(expressValidator()) & ExpressjsOil AFES HAHSHCH Ol=
express.json() & express.urlencoded() Ct2 0l FItoHOF 8l R4 XNIANHM LE =20
N A SHOESHD| HEOICH.

Listing 23.6
q
\ router.post("/users/create", usersController.validate,
usersController.create, usersController.redirectView);
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Listing 23.7 =
Y ORI S 2 create HE 0l =50 &0
validate: (req, res, next) => { <«—— validate &4 7} 9%‘ = i—l al al’jl '?‘l St validate O—|H ik —
req.sanitizeBody("email").normalizeEmail({ 0o vl - userControl |er,j50“ /\‘I D._"% O‘I O|:§_F Eb Ol v
. rim()22 whitespace HA = — =
e OOl Al CHE APEES EIFBICH,
req.check("email”, "Email is invalid").isEmail(); .
req.check("zipCode", "Zip code is invalid") L W2l 0lE Vvalidator: & 2! GIOIE JF
.notEmpty().isInt().isLength({ password HE 954 M3 29 F D=2 2=ol=X M3
min: 5 H'H
) et et e MNLUIEIOIN Sanitizer:
zipCode 28 24 M3 °
max: 5 7 i s
f A PN DS
}) .equals(req.body.zipCode); <’/ E,lg!EO-IE-”O|_§ z-l c}>\'-0|'j| JOH
req.check("password", "Password cannot be empty").notEmpty(); == J_,_ol_l- E” Ol E'I ——| = X‘” L—I’ [:'” O| E‘I
EQl IHAE 23
req.getValidationResult().then((error) => { oM S5 A HT
if (lerror.isEmpt Amp oz - = -
1 lite;gz;a;smz ir(*z)"ir*{ar‘ray() map(e => e.msg); o [EI:E] S E” OI E-I = D-Al XHS?_D' -C,)_l OH El-%to'_l-
‘ . =78 5 =3 S A B
req.skip = true; <—— skip 548 true2 8F tc'f%' = /‘S Ej‘H = T %I\ EI’ (g ? OH ED‘—:' ) O'I EE
req.flash("error", messages.join(" and ")); o= A YA =) []H 9| I' j" Qﬂl'&l ol Il %}” EE_I Bd 0 [:l'
res.locals.redirect = "/users/new"; 4\\ N A X|—/¢| 0“}” jl—éj’ &l Sk gt S O o
‘ next(); new HE 2|Cj2M MY HOIEHE CIAl X
g DE 22 B

next(); <\ T o
} CHS OIS &4 55
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Ml = 2s3;

& main.jsHl A /users/login etRLE 2

FXIIt = E D

URL LH It2tOIHE Heldte 2tRESS 210 AN A, 2+ 0] 2t
S0 /users/id)Jt HX 2CHH Express.js&s /users/logmoi
AEXtO shovv HOIXZ2 XMelg 240/ 6DI0lA 20012 :id2 QA=

=N S0l /Jusers/login etRLEIN H X 20HH Expressjs= LI2t0IEHE
Xeldte 2HREE MZo| Mol O tLEE HEE 20IC.
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D 24.1 Passport.js2| &3 <AY d C

O

1 router.use(passport.session()); i

Passport.js= Node jsOllAd AHZ2El= OIS0 MMZ22 AFS XS] IHA R E off &t
OHZcIAHOIEAUMML 215 E#SS =& B}, Dassportjs_ AET HEOAMN M- 2010
X

CHE HIAE=E ALS0H 4 Ol AL EX OIS HAREZ ot Ve 212 FH HOIASH 22 . ~
MatAt 20 MHIAE €&6t= 2Kl Jtsotlh OIE 270 HAEE AEE|X|Strateayvet ) v
220 2 OH%EI%IOIHOH N At8dts AECHEIXRIE 2F MEBIAE 0ISotAl &2J| IHE 0l o

& AEYEIX C

Ol AECHEIRI= ot 2tgdE Olole 2 ot a4l 2elE S

S OI0IEIt 2SR =X MAEHCH local AEMEIXI= AFEXIEI IHARYESE AIESt=

279 HAEE X80,

npm install passport passport-local-mongoose

Listing 24.1 [\« E] passport.session2
passportJt At& 0ll Express.js
const passport = require("passport"); <«—— passport 28 23 A ALEE MIESS AtE0H

SHCH MI&E 2 Listing 24.2 &0l

router.use(passport.initialize()); <«— passport £7|2} = 0| S} OF BHC)
= = erLr.
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24.1 Passport.js°| 2 3t

JCHS S O 21212 passportIt AR X 2L S SoH AR XS 2 & §fserialize £ =
O X| & gl deserializegl - = 5L} 0| 2tQIE2 T2 MADF HIE0 MES AIZX HIOIHE 253t
L= S5t F KAISHT

Listing 24.2
const User = require("./models/user");
passport.use(User.createStrategy()); o S
passport.serializeUser(User.serializeUser());
passport.deserializeUser(User.deserializeUser());

WAZE= AMEX CIOIEIE HESotHL AXB 3ol MA0 BESCH AE2 2= e
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D 24.1 Passport.js2| &3 <AY d C

Userjs 2 220l

const passportLocalMongoose = require ("passport-local-mongoose") ;

= =JI8H0) _ ~
0RO 2& 2Dt 20| o K

4100 M4

MEO A= &t

ANEXE A0l Passport.js 221 12! FItJt L L Mongoose

i userSchemal} passportlLocalMongooseE AR =2 ol 4 Bt

sportLocaIMongooseJP Ol EEE AMEX 0l THal 279!
MEX 0IE0] 0l 20 A JI=2 Z=0[D| Li&0ICH.

—-—m

[CE] Ol 2ol AIEX 222 S= &0l 2 XIoHO0F & C

Listing 24.3

userSchema.plugin(passportLocalMongoose, {
usernameField: "email”

1)

Ol 2ZEJI I Passportjse ASEHOZ IHAYE HEN 2042 6t0 userSchemalll A
HARE 42 QAMHHE == JUCE 0l EH 2 AJ|0E =8l hash@t salt 2EE AIE At
o 20| 2B password 2= CHAI F=IFAI2ICH.
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26.2 I AL E

S EHE create HES| =F 0l AE At

A
Passport.jsE At&& A 0|Ct. Passportjs 20t S

HAE cHolE 20 HAAY o= UL
Listing 24.4

create: (req, res, next) => {

if (req.skip) next();
let newUser = new User( getUserParams(req.body) )
User.register(newUser,

if (user) {
req.flash("success",

req.body.password, (error, user) => {

unt created

${user.fullName}'s accol

successfully!’);
res.locals.redirect =
next();

} else {

"/users";

req.flash("error", "Failed to create user account because:

)
${error.message}.” );

res.locals.redirect = "/users/new";

next(); -

\ A
} \\ Al
1
}

< ME2 AEX SS

ANE= 2 et Create oH A&

X

A X vn\idc

[CE]AMEX 220 M beryptE
? 8t pre(* save") 1t
userSchema.methods.password
Comparisons 2= Xellt aHHIE
oHOII StCt. 0l S== A HMIoHXl
%22 ™ perypte passportit & %=
Ues AHEX AKES HAS
ot =20 M2l Xl 2
tOIAZ Ofled D A4 SHCt,

g

B

[B]] (8 &) seedjs IS 0O EoH INEEDN;

HE S Mongoose?| create 0l &

passporti MAGBHAL O] &2 JHt”

DEOUA OHZ2IAH 0l &2 AHOIEIE HE ([

S0 CIOIEI = CHAl TS 4 UHIBHCH. \\
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24.3 = 10 Al AtSAt OIS

ESt AL} AEZE2H0l const passport = require ("passport”) ;S It

5t
Jtoll passportE QLAGIES L.

b

| &f €0l

usersController.authenticateE SZ06lH passport.authenticateE S&56t= 210IC}.
Ol &=0lAM passporteE S QA HIOIE 2t AFZ X0 Cist B2 E CIOIEHIOI AL HBER

HIWE AlTSHCH S ArZ A HEO0I EMoty L IHAR/AED} offalal IHARAESF L XI6HH

0 HHOZEE 2|C|2 STt

authenticate: passport.authenticate("local”, { <\
g . S i - local strategy=
fa%lureRedlrect. ./users/log%n 7 AHRXIE oI=517| s
failureFlash: "Failed to login.", passport 32

successRedirect: "/",
g3, 22| Z2A| HAIXIE 2H5tD

: "Log in!" -
SUCEESSELISIE AIXte) 915 AfEioj w2t 2icj Mg
s Z2E X,

X

node

o

Ct20ll 0l Xl = usersController.redirectView= 790! 2tRXENA G 0l4 MO|Xl ¥=C}.

23E 0N A E 2t E router.post(fusers/login”, usersController.authenticate) & Soll
OHE2IAHOIEEZ JIE AEBAE SE EHIIF =L


http://pptmon.com/
https://pptmon.com/
http://www.pptmon.com/

D 243200 A48

2 AAEXIF 21 ULk A
= OICH.

Listing 24.6

<% if (loggedIn) { %>

1 )
Logged in as

AHEXIS] 2701 AE| M=
<a href="<%="/users/${currentUser._id} %>"
<%= currentUser.fullName %></a

<k} else {%> .
<a href="/users/login">Log In</a> N 2012 8429
< } %> -

OHZcIAHOIES ChAl AIE o= OFA LHBIAIOIE HHUH HE HatE 20[ X
loggedin & currentUser &

off 0I=0l =

—/

X1 Ly
~2 44
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OHEcIAOIEE CTHAl AIEGHE OFA | HOI& BHOIl OfE Bt 201X 2= 240ICH

=] [Lilla
loggedin ¥ currentUser B1=5 M40l 0/S0] 28 7 HIOIKIOAM 205 o 0F &Lt

flashMessagesE 2& M2 £&&ot)| ?e DISHAAHE 00| ASULEZ mainjsOll A
OIS0 &= LHoll Ot H~I DEE FIIE £ ULt isAuthenticated= Passport.j st A o
NSZ0 02 Soll m2E QLEANM &Moot AEXI A 20 HEH JA=X &IE
UCEH.

Listing 24.7

passport login statusZ LIEHH 7|

ﬂ_/ 2%t loggedin #4:2] A
res.locals.loggedIn = req.isAuthenticated();
res.locals.currentUser = req.user; 4—\

\ 2015 AFZALE LIEHY 7|
currentUserd2| 274
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X182 2 <a href="/users/logout">Log out</a>E currentUser2 0|2 LIEtLH=
£ = Otehofl =ItetCh A0S router.get ("/users/logout”,

usersController.logout, usersController.redirectView) = mainjs 0l 219! . ~
REI /AXIE R UIS2 2 F=II8tCt.

Ol HE=2 QAEUNAM Passport.jsIt MIE83dt= logout HIAEE AIE

L= ot Ol Soll A2 NS
KNFHEICH ASX A DISANHE S&t U3 8L =S Edll isAuthenticated= falseE
SFD S 2001 A

S O 04 ZM5HA LA EICH 0 S=E2 Z2HAl HAIXIE =5
MEX=E 202 ®Mles S HEHWHH redirectView BE S Soll & HIOIXIZ 2| CI & GHA
= L.

Listing 24.8
logout: (req, res, next) => { -

req.logout();

req.flash("success", "You have b

o "
Jve been nocoed out .
b} It 1V L I Baed Jue ))

res.locals.redirect = "
| next();

5y
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.

RECIPE APP oo

Log cut

T T N

Users Table

Name Email Zip Code Edit Delete
Jon Wexder Edr Delete
et Eggplant Edt Delete
Professar Souffe 19103 Edn Delete

a8 24.1 2701 ¥ Ho|x|

RECIPE APP
(hone | cuokmgcores | comac |

Welcome!

se che
I want to see a cooking course, click the
courses page and explore

an subscribe here! Soon you'll be cooking
wn hom

J8 24.2 27012 M43 Ho|X|
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